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Summary 

 

Cryptocurrencies are an innovative form of digital money based on decentralized blockchain 

technology. This paper explores the basic characteristics of cryptocurrencies, their development, 

functionality, advantages and challenges, as well as the impact they have on the global market, 

legislation and traditional financial systems. Special focus is placed on the most famous 

cryptocurrencies, such as Bitcoin and Ethereum, and on their technical and economic aspects. In 

addition, the perspective of their further development in the context of increasing digitization and 

the emergence of new forms of digital money, including CBDC (digital currencies of central banks), 

is considered. The research includes psychological, social and economic factors that shape the 

perception of cryptocurrencies among users, investors and regulatory authorities. The digital 

transformation of the financial sector, aided by the development of cryptocurrencies, is expected 

to have long-term implications for the way we understand money, value and trust in economic 

systems. 
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1. NTRODUCTION 

 
In the modern digital age, technology has an 

increasing influence on everyday life, 

including the financial sector. 

Cryptocurrencies, as a relatively new 

phenomenon, are becoming an increasingly 

important actor in the global economy. Their 

appearance has caused numerous discussions 

among economists, regulators and investors. 

Many consider them a revolutionary form of 

money that can change the way the financial 

world works. In this paper, we will focus on 

the basic concepts, history, technical 

background and economic significance of 

cryptocurrencies. We will also consider their 

impact on existing financial institutions and 

the challenges they face in terms of 

regulation. Cryptocurrencies are a symbol of 

digital freedom for many, while others see 

them as a threat to monetary stability. 

Regardless of the attitude, it is clear that their 

role in modern society is growing. 

Technological progress, the increasing 

accessibility of the Internet and the growing 

global demand for decentralized solutions 

contribute to their popularity. Although they 

are still not fully integrated into traditional 

financial flows, numerous indicators indicate 

that cryptocurrencies will play a key role in 

the future development of the digital 

economy. Considering this phenomenon 

requires a multi-faceted approach – technical, 

legal, economic, and sociological. The 

emergence of cryptocurrencies has led to 

changes in consumer and investor behavior, 

and raises new questions regarding 

responsibility, transparency, and trust. This 

paper aims to provide a comprehensive 

overview of the current state of and predict 

future trends in development and application 

crypto currency. 

 

2. THE CONCEPT AND BASIC 

CHARACTERISTICS OF 

CRYPTOCURRENCY  

 

Cryptocurrency is digital money that uses 

cryptographic methods to ensure the security 

of transactions. They function on the basis of 

blockchain technology, which enables 

transparency and irreversibility of 

transactions. One of the key features of 

cryptocurrencies is decentralization, which 

means that there is no central authority that 

issues them. In practice, this means that no 

government or central bank can directly 

control their emission. Bitcoin, as the first 

and most famous cryptocurrency, has shown 

how technology can replace institutions. 

Besides Bitcoin, there are thousands of other 

cryptocurrencies with different functions and 

goals. Ethereum, for example, allows the 

creation of smart contracts that are 

automatically executed when conditions are 

met. Cryptocurrencies can be used to buy 

goods and services, but also to invest and 

store value. Their value is determined on the 

basis of supply and demand, which makes 

them very volatile. Most currencies have a 

limited supply, making them resistant to 

inflation. Transactions are recorded on a 

public ledger that is accessible to everyone, 

which contributes to transparency. User 

anonymity is possible, but not complete, 

which causes ethnic and security dilemmas. 

Cryptocurrencies are often the target of 

hacker attacks, but at the same time they offer 

a high level of security through advanced 

algorithms. In some cases, the use of 
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cryptocurrencies enables access to financial 

services for people in countries with weak 

banking infrastructure. Accessibility, digital 

nature and global character make them 

extremely attractive for various forms of 

economic activities. However, due to their 

complexity and technical nature, 

understanding cryptocurrencies requires 

some prior knowledge and technical literacy. 

 

3. DEVELOPMENT OF 

CRYPTOCURRENCY  

 

The development of crypto-currencies begins 

with the appearance of Bitcoin in 2009. 

Bitcoin was created by Satoshi Nakamoto, a 

pseudonym for an unknown person or group. 

This currency is presented as an alternative to 

centralized financial systems. The motivation 

behind the creation of Bitcoin was the loss of 

trust in banks after the 2008 financial crisis. 

Bitcoin laid the foundation for decentralized 

digital currencies. After that, numerous other 

projects, known as "altcoins", appeared. 

Ethereum, launched in 2015, brought the 

concept of smart contracts. Ripple is focused 

on fast and cheap international transactions. 

Litecoin, Cardano, Polkadot and many other 

currencies seek to solve specific problems in 

the blockchain ecosystem. The 

cryptocurrency market has seen tremendous 

growth in the last decade. The value of the 

market reached hundreds of billions of 

dollars. Along with the development of 

infrastructure, cryptocurrency exchanges 

such as Binance and Coinbase are emerging. 

Also, more and more institutions and 

investors are entering this sector. A 

significant contribution to development was 

made by miners, who verify transactions and 

receive new tokens as a reward. Proof of 

Work technology has been replaced by more 

efficient solutions such as Proof of Stake. In 

addition to technical innovations, there is also 

a significant increase in institutional interest, 

as large firms such as Tesla, PayPal and JP 

Morgan are investing in digital currencies. 

Due to the growing interest, governments and 

regulators are beginning to develop laws 

related to digital currencies. In some 

countries they are treated as property, in 

others as a means of payment, and in some 

countries they are completely prohibited. The 

development of cryptocurrencies was not 

linear - it was accompanied by numerous 

crises, hacker attacks, regulatory changes and 

market instability. Nevertheless, despite all 

the challenges, the number of users and the 

level of investment is constantly growing, 

which indicates a stable trend of growth and 

adoption. 

 

4. ADVANTAGES AND 

DISADVANTAGES OF 

CRYPTOCURRENCY  

 

Cryptocurrencies, as a form of digital money, 

bring a number of advantages that have made 

them attractive to users, investors and 

developers around the world. One of the key 

advantages is decentralization - a system that 

does not depend on intermediaries, banks or 

state institutions. This enables a greater 

degree of financial freedom, especially in 

environments where the financial 

infrastructure is poorly developed or where 

there is mistrust towards institutions. 

Cryptocurrency transactions are often faster 

and cheaper compared to traditional bank 

transfers, especially when it comes to 
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international payments. Another advantage is 

transparency – all transactions are recorded 

on the blockchain and can be publicly 

verified, which reduces the risk of fraud. In 

addition, cryptocurrencies offer potential 

protection against inflation, as many have a 

predefined maximum amount that can be in 

circulation (eg Bitcoin). They also enable 

access to financial services for people who do 

not have open bank accounts, which 

contributes to inclusion in the global 

economy. Cryptocurrencies are also a tool for 

innovation – smart contracts, DeFi 

applications and NFT markets would not be 

possible without the basic infrastructure 

provided by blockchain technology. 

However, there are also significant 

drawbacks. The first is volatility – the prices 

of cryptocurrencies can fluctuate 

significantly in a short period of time, which 

makes it difficult to use them as a stable 

means of payment or store of value. The lack 

of regulation and oversight opens up space 

for illegal activities, including money 

laundering, terrorist financing and fraud 

schemes. The use of cryptocurrencies 

requires technical knowledge that is not 

available to all users, which can limit their 

wider application. Also, mining - especially 

with currencies that use the Proof of Work 

algorithm - has an extremely negative impact 

on the environment due to high energy 

consumption. Another challenge is legal 

uncertainty: in many countries there is no 

clear legal framework for the use of 

cryptocurrencies, which creates risks for both 

users and investors. Without adequate 

consumer protection, users are often left 

without funds in case of loss of access data or 

fraud. Finally, the lack of a central institution 

means that there is no refund in the event of 

a mistake, which imposes additional 

responsibility on users. Despite these 

shortcomings, the advantages that 

cryptocurrencies offer - especially in the 

context of technological development, 

economic inclusion and global connectivity - 

make them an important part of the future 

financial infrastructure. In the following 

chapters, we will consider how states and 

regulatory authorities treat this phenomenon 

and what are the challenges in its 

institutionalization. 

 

5. REGULATORY 

CHALLENGES AND 

PERSPECTIVES  

 

The regulation of cryptocurrencies represents 

one of the most complex and important issues 

of the modern digital age. Since 

cryptocurrencies operate outside the 

traditional banking system, many countries 

are still looking for an appropriate legal 

framework that would enable their legal use 

while preventing abuse. Regulatory 

challenges relate to several dimensions: the 

legal definition of cryptocurrencies, taxation, 

the fight against money laundering, investor 

protection and the stability of the financial 

system. In the European Union, through the 

proposed MiCA (Markets in Crypto-Assets) 

regulation, efforts are being made to establish 

a single legal framework for all members. 

The goal is to provide legal certainty and 

encourage innovation, while at the same time 

protecting users. Similarly, the United States 

recognizes the importance of regulation, but 

has not yet enacted a unified law at the 

federal level – regulation is fragmented and 
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depends on the federal state. China, on the 

other hand, has taken a stricter approach, 

banning the mining and trading of 

cryptocurrencies to protect its financial 

system and prepare the ground for the 

introduction of its own digital currency (e-

CNY). 

In Bosnia and Herzegovina, the regulation of 

crypto currencies is still in its infancy. There 

is no special law governing their use, and the 

Central Bank of Bosnia and Herzegovina has 

repeatedly emphasized that cryptocurrencies 

are not an official means of payment. 

Nevertheless, the interest of citizens and 

investors is growing, and some legal entities 

and individuals are already trading 

cryptocurrencies via international platforms. 

This legal gap creates uncertainty and makes 

it difficult for the wider use of 

cryptocurrencies in the domestic economic 

system. One of the basic challenges is user 

identification. Since many crypto 

transactions are anonymous, it is difficult to 

detect criminal activity. This is why 

international organizations, such as the FATF 

(Financial Action Task Force), insist on 

introducing KYC (Know Your Customer) 

and AML (Anti Money Laundering) 

measures for all crypto exchanges. These 

measures aim to bring crypto markets on par 

with the standards that apply to traditional 

financial institutions. Despite the challenges, 

more and more countries are recognizing the 

importance of developing a regulatory 

framework that does not stifle innovation. 

The perspective is to establish clear rules of 

the game, which will enable the safe and 

responsible use of cryptocurrencies. It is 

necessary to find a balance between the 

freedom of the market and the protection of 

the public interest. Also, cooperation 

between countries becomes crucial because 

the crypto market is global and not bound by 

borders. In the future, greater harmonization 

of laws is expected, as well as the 

development of international standards for 

digital assets. 

 

 

6. IMPACT ON FINANCIAL 

SYSTEMS 

 

The emergence and spread of 

cryptocurrencies significantly affects 

traditional financial systems, causing their 

transformation and rethinking of existing 

business models. One of the main challenges 

posed by cryptocurrencies is reducing the 

role of intermediaries, such as banks and 

other financial institutions. More and more 

frequently, transactions are carried out 

directly between users, without the need for 

central authorities, thus changing the basic 

architecture of the payment system. 

Cryptocurrencies enable cheaper, faster and 

more accessible financial services, which is 

especially important for underdeveloped 

countries and rural areas where access to 

banks is limited. In this way, they contribute 

to financial inclusion and democratization of 

access to capital. Also, with the emergence of 

decentralized financial services (DeFi), users 

can independently place capital, take loans, 

invest and save without the participation of 

traditional banks. This changes the role of 

banks from intermediaries to potential 

partners or competitors in a decentralized 

environment. In addition, crypto markets 

open the door to new forms of financial 

instruments and innovations, such as 
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tokenization of assets, which enables the 

sharing of ownership of real estate, works of 

art, and even intellectual property. 

Traditional banks are increasingly 

introducing their own digital services and 

exploring the possibilities of using 

blockchain technology to respond to new 

market needs. However, this influence is not 

exclusively positive. The instability and 

unpredictability of the crypto market pose a 

risk to the wider financial environment. In the 

event that a large number of institutions or 

citizens invest in cryptocurrencies without 

sufficient understanding of the risks, serious 

consequences for financial stability may 

occur. Another challenge is the integration of 

cryptocurrencies into existing capital control, 

taxation and reporting systems, where many 

countries have not yet developed efficient 

mechanisms. Central banks also recognize 

this challenge, and are increasingly 

considering and developing their own digital 

currencies (CBDC - Central Bank Digital 

Currency), in order to maintain monetary 

sovereignty and enable more transparent 

monitoring of money flows. These digital 

currencies could represent a balance between 

the security of centralized systems and the 

flexibility of decentralized solutions. The 

impact of cryptocurrencies on monetary 

policy is also reflected in the possibility of 

bypassing traditional control mechanisms, 

such as interest rates or fiscal measures. 

Ultimately, cryptocurrencies do not 

completely replace traditional financial 

systems, but they undoubtedly change them 

and adapt them to the new digital reality. 

Financial institutions that recognize and 

adapt to these changes will have a 

comparative advantage in the modern global 

economic system. The future is likely to 

bring coexistence models, where 

cryptocurrencies and traditional systems 

work side by side, using each other's 

strengths to improve services and strengthen 

security. 

 

7. THE FUTURE OF 

CRYPTOCURRENCY  

 

The future of cryptocurrencies will be shaped 

by a number of interconnected factors, 

including technological innovations, global 

regulations, changes in user behavior, and 

macroeconomic trends. As the digital 

economy expands and more and more aspects 

of life move into the digital sphere, the role 

of cryptocurrencies also gains importance. 

Their presence is no longer limited to 

investment flows, but increasingly become a 

means of payment, a financing instrument 

and a part of everyday financial services. 

Technological advances play a key role in 

shaping the future of cryptocurrencies. 

Further optimization of blockchain 

technology, reduction of energy consumption 

by switching to more environmentally 

friendly consensus mechanisms such as Proof 

of Stake, as well as the development of multi-

layer networks (Layer 2) that enable 

scalability and lower transaction costs are 

foreseen. Also, more and more work is being 

done on interoperability between different 

blockchain networks, which could enable 

their wider use on a global level. On the other 

hand, regulation will play a decisive role. 

Countries that manage to develop a balanced 

legal framework - which supports innovation, 

but at the same time protects users and the 

economic system - will have an advantage in 
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positioning on the global market. More 

intensive cooperation between regulators at 

the international level is expected, as well as 

the definition of standards for investor 

protection, prevention of abuses and tax 

treatment of digital assets. The presence of 

Central Bank Digital Currencies (CBDC) is 

expected to grow in the market, which may 

lead to a redefinition of the relationship 

between decentralized cryptocurrencies and 

government money. In this context, three 

parallel trends are possible: competition 

between CBDC and cryptocurrencies, their 

complementary use or integration of 

technologies. Also, the role of 

cryptocurrencies in the global financial 

system will be further emphasized through 

the development of decentralized finance 

(DeFi), tokenization of real assets (real 

estate, art, property) and the growing number 

of digital services available via blockchain. 

These processes contribute to the 

democratization of access to capital and 

enable greater inclusion of individuals in the 

global economy. 

In the future, we can expect a deeper 

integration of cryptocurrencies into everyday 

life - through digital wallets, cards linked to 

crypto accounts, as well as growing 

acceptance by retail chains and service 

industries. Young, digitally literate users will 

lead this change because they are more open 

to new technologies and alternative forms of 

financial management. In conclusion, the 

future of cryptocurrencies promises 

accelerated technological development and 

the expansion of their application, but it will 

not be without challenges. The key issue will 

be the ability of the system to enable the 

inclusive, safe and sustainable use of 

cryptocurrencies, while preserving the 

fundamental principles of decentralization 

and financial freedom. 

 

8.  CONCLUSION  

 

Cryptocurrencies represent one of the most 

complex and dynamic phenomena of the 

contemporary digital era. Their development 

and expansion have a profound impact on the 

global economic order, causing changes that 

go beyond the framework of the financial 

sector. Through this work, the key 

dimensions of crypto-currencies are 

analyzed: Technical basis, historical 

development, strengths and weaknesses, 

regulatory challenges, as well as their impact 

on financial systems and wider society. All of 

the above points to the fact that the world is 

at a turning point in the way we think about 

money, trust and the economy. 

On the one hand, cryptocurrencies offer 

enormous opportunities - improving 

efficiency, reducing costs, strengthening 

financial inclusion and promoting 

transparency. On the other hand, they face 

numerous challenges: volatility, energy 

unsustainability, lack of regulation and 

security risks. The key issue for the future of 

cryptocurrencies will not only be 

technological, but also institutional, legal and 

ethical. 

The success of this phenomenon will depend 

on the ability of the international community, 

regulatory authorities and the private sector 

to find a balance between the freedom of 

innovation and the need for security and 

stability. Cooperation, education and the 

gradual introduction of new models of 

financial control could provide a long-term 



        International University Travnik in Travnik Nauka i tehnologija 

 

nit-2025;13(1)                                                                                                         Page 42 of 75 

 

sustainable system in which cryptocurrencies 

play a complementary but significant role. 

Although it is difficult to predict with 

certainty the ultimate reach of the influence 

of cryptocurrencies, one thing is certain - 

their presence can no longer be ignored. They 

are no longer an experiment or a passing 

trend, but have become a permanent segment 

of the contemporary digital landscape. It is 

therefore essential that we approach them 

with understanding, caution and vision. 
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